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Proj ect Description

Radi o fingerprinting can authenticate w rel ess devices over Radi o Frequency
(RF) signals at the physical layer. It is a critical conponent for the
security and trust of wireless networks. It can conpl enent the wirel ess

devi ce authentication when traditional security nethods, such as
cryptography, are not available or difficult to deploy. Radio fingerprinting
is feasible as RF signals carry non-linear hardware inperfections of radio
frequency circuitry due to manufacturing variations.

The goal of this project is to develop neural networks to identify wireless
devices for the purpose of radio fingerprinting. The students will (1) study
machi ne | earni ng, software-defined radi o, and signal processing techniques;
(2) leverage and extend existing neural networks that our group has devel oped
to enhance the robustness and resilience of neural networks in the context of
radio fingerprinting; (3) wite code and conduct experinents over |arge-scale
RF signals to denonstrate the accuracy of radio fingerprinting in various
scenari os. Students wi th background or experience in deep |earning, signal
processing, or software defined radio are strongly encouraged to apply.

Under graduat e researchers who previously worked with Dr. WAng have recei ved
UC undergrad research fell owship awards and have published nultiple research
papers.
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