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Project Description

Hardware design is complicated and often comes from untrusted third parties.
To ensure the security and trust of the hardware design is critical.
Traditional approaches often perform simulations to detect vulnerable code in
Hardware Description Languages (Verilog or VHDL), which is time-consuming for
the verification team.

This project aims to utilize Large Language Models to automatically detect
HDL code that is vulnerable to known hardware CWEs (Common Weakness
Enumerations). The students in this project will have the opportunities to
(1) Study research papers related to Large Language Models and hardware CWEs;
(2) Examine different hardware designs written in Verilog or VHDL; (3) Learn
cybersecurity knowledge and skills related to this project; (4) Have access
to GPU machines in Dr. Wang’s lab for training Large Language Models; (5)
Build robust datasets for this type of automatic detection. Undergraduate
researchers who previously worked with Dr. Wang have received UC undergrad
research fellowship awards and have published multiple research papers.
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