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Proj ect Description

Si de- channel analysis can infer the secret key on a device (e.g., a

m crocontroller, a secure chip on a credit card, or an |IoT device) by

anal yzi ng power consunption when the device runs encryption algorithns, such
as Advanced Standard Encryption (AES). It is one of the primary threats to
the security of enbedded systens.

This project ainms to investigate pre-silicon side-channel analysis over

har dware design, e.g., RISCV CPU, witten in Hardware Description Languages
(e.g., Verilog) to identify security vulnerability of software/hardware

i npl enmentation of encryption algorithms. The students in this project wll
have the opportunities to (1) Study research papers related to side-channel
anal ysi s (including deep | earning side-channel analysis); (2) Exani ne

di fferent hardware designs of encryption algorithnms, such as AES, witten in
Verilog or VHDL; (3) Learn cybersecurity know edge and skills related to this
project; (4) Have access to GPU nmachines in Dr. Wang's lab for training
neural networks; (5) Have access to data collection platformand hardware in
Dr. Wang’s lab to collect power traces of AES encryption for pre-silicon side-
channel anal ysis. Undergraduate researchers who previously worked with Dr.
Wang have received UC undergrad research fell owship awards and have published
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mul tipl e research papers.
Pref erred background/ experience: C, assenbly, enbedded systens

(mcrocontrollers or FPGAs), Hardware Description Languages (Verilog or
VHDL), RTL verification, OR cybersecurity
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