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RESEARCH OPPORTUNI TI ES FOR UNDERCGRADUATE st udent s

APPLI CATI ON DEADLI NE: February 8, 2026

PRQIECT TI TLE: Secure Sensing Electronics for Precision Agriculture

Physi cal Requi r ement
Light lab work at an el ectronics bench (optional soldering), 2-3-hour sessions, |ight
lifting (less than 15 I b), and occasional short outdoor sensor setups

Project's Technical Skills Requirenent

St udent shoul d be confortable with Arduino-style microcontroller progranm ng, basic
anal og el ectronics, Python/ MATLAB plotting, MCU toolchains and [ ab instrunments
(scope/ DMM power monitor); LoRa radio and sinple packet-security concepts are a plus.

Project's Avail able Positions : 2

Ankit Mtta
Col | ege of Engi neering and Applied
Sci ences

833 Rhodes Hal
Cincinnati, OH 45221
ankit.mttal @c. edu

Proj ect Description

Proj ect Description

Why this matters.

On an agricultural farm every reading and every byte costs battery life.
Sensi ng takes power. Processing takes power. Wreless takes the nmost. |If we
want nmonths of |ife froma tiny node, we have to send | ess, send snarter, and
make sure fake or replayed packets don’'t waste energy or corrupt the data.
What is the project about:

A snall, | ow power farm sensor that:

1) Measure soil conditions (noisture/ EC, tenperature/humdity; optional: a
sinmpl e pest trigger)

2) Shrinks the data before sending it (so we use | ess energy).

3) Defend against sinple wirel ess attacks

4) Send wirelessly to a base station using a | ong-range, |ow power radio
Key Del i verabl es:

1) A working prototype that neasures, shrinks, sends, and (re)builds data.
2) Basic wireless security in software, show that eavesdropped conpressed
data is not easily reconstructable w thout the key

3) One-button plotting script (froma 24-hour run) that shows:

a) Energy per nessage (before vs. after shrinking)
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b) Reconstruction quality (how close to the original)

c) Security tests: acceptance rate for valid packets vs. spoofed/replayed

packet s

d) Tinme to reconstruct one data chunk

4) A short wite-up (?4 pages) explaining what we built, how we tested,
the results.

5) Aclean report with firmvare, sinple PC scripts, circuit diagram and a

parts |ist.
Note (living docunent).

Consider this as a living plan: the instructor may adjust scope, mlestones,
or deliverables to keep the work feasible, safe, and aligned with |earning

goals, and will share any changes in witing with reasonable notice.
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