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PRQIECT TI TLE: Secure On-Chip Al & Anal og Feature Extraction for Precision
Agriculture

Physi cal Requi r ement
Light lab work at an el ectronics bench (optional soldering), 2-3-hour sessions, |ight
lifting (less than 20 | b), and occasional short outdoor sensor setups.

Project's Technical Skills Requirenent

St udent shoul d be confortable with Arduino-style MCU progranm ng (STM32/ ESP32) and
circuit design/sinulation. Lab & Data: Hands-on experience with Gscill oscopes, Power
Moni tors, and Python/ MATLAB for autonated performance plotting. Bonus: Fanmiliarity
with LoRa radio and basic wirel ess packet security (encryption/replay defense) is a
significant plus.

Project's Available Positions : 1

Ankit Mtta
Col I ege of Engi neering and Applied
Sci ences

833 Rhodes Hal
Cincinnati, OH 45221
ankit.mttal @ic. edu

Proj ect Description

Whay this matters:

On a nodern agricultural farm every reading and every byte costs battery
life. Sensing takes power, Processing takes power, and Wreless transm ssion
t akes the nost.

If we want nonths of autononmous life froma tiny, buried node, we cannot
sinply "send everything." W have to send | ess, send smarter, and make sure
fake or replayed packets don’t waste energy or corrupt the data. This project
expl ores nmoving "Al" from power-hungry software into efficient, |owlevel
anal og and m xed-signal circuitry.

What the Project is About:

You will design and build a small, ultra-Ilow power farm sensor node. The goal
is to nove data processing as close to the sensor as possible by using on-
chip Al techniques to shrink data before it ever reaches the radio.

Core Research & Design Focus:

1. Low Power Sensing: Measure soil conditions (noisture/EC, tenperature,

hunm dity) and explore sinple analog triggers for pest detection.
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2. CGrcuit-Level Intelligence: Investigate and inplenent anal og bl ocks |ike
Zero-Crossing Detectors for frequency analysis, Voltage Miultipliers for
signal scaling, and Analog Correlators for real-tinme pattern recognition.

3. Data Shrinking & Security: Conpress data at the hardware |l evel to save
energy and inplenent software defenses agai nst w rel ess spoofing or replay
att acks.

4. Long- Range Conmuni cation: Transm ssion via | owpower radio to a central
base station.

Key Deliverabl es:

Students will be responsible for the follow ng technical mlestones:

1. Literature Review & Theoretical Foundati on:

a) A concise review of existing | ow power sensing literature.

b) Conparative anal ysis of Zero-Crossing vs. ADC-based sanpli ng.

c) Research into Analog Correlators for feature extraction in agricultural
envi ronnent s.

2. Crcuit Design & Sinulation:

a) Detailed circuit diagrans for the Anal og Front-End (AFE).

b) Simulation results denonstrating how voltage nultipliers and correlation
bl ocks "shrink" raw sensor data into essential features.

3. The Working Prototype:

a) A hardware node that neasures, shrinks, sends, and (re)builds data at the
base station.

b) Basic wireless security in software to ensure eavesdropped data is
unrecoverabl e wi thout a key.

4. Performance & Security Analysis (One-Button Script):

a) A plotting script showi ng Energy per nessage (before vs. after shrinking).
b) Reconstruction quality and Time to reconstruct data chunks.

c) Security tests: Acceptance rates for valid vs. spoofed/replayed packets.

5. Project Docunentation:

a) A short technical wite-up (15 pages) covering the design, testing, and
results.

b) A conplete package including firmvare, scripts, circuit diagrans, and a

parts list (BOV.

Not e (Living Docunent)

Consider this a living plan: the instructor may adjust scope, mlestones, or
deliverables to keep the work feasible, safe, and aligned with | earning

goal s. Any changes will be shared in witing with reasonable notice.
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